Satisfy Requirements &
Improve Security
with the Basic

Cybersecurity Stack

When cybersecurity insurance underwriters evaluate your business for cyber insurance,
they have to evaluate and mitigate your existing risk. The more your organization can
demonstrate that you are taking key measures to protect yourself from ransomware, the
better your chances of coverage and accessible premiums will be. There are a handful
of core, baseline minimums that insurers look for, including Multifactor Authentication
(MFA) across systems, Immutable Backups, ongoing Employee Security Awareness
Training with Phishing Prevention, and Endpoint Detection & Response.

The Cerberus Sentinel Basic Cybersecurity Stack is designed to help you meet new
requirements and can be customized to your context. Add as many or as few services
as you need.

Multi-factor "\ Immutable
Authentication (MFA) Backups
Cerberus experts will: Cerberus experts will:
 Help you configure MFA in platforms ¢ Evaluate your current backup strategy
where it’s already available e Identify security gaps that allow
e Train teams how and why to use attackers to access backups
MFA e Help you align backup strategy to meet
* |dentify and implement additional your unique Recovery Time Objective
solutions as needed (RTO)
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Awareness & Phishing
Prevention Training

Employee Cybersecurity
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Fully-managed training program includes:
¢ Quarterly simulated phishing attacks

¢ Monthly security awareness training
emails

e Custom-selected training videos tailored
to strengthen weak areas over time

¢ Reporting on success and growth among
staff over time

¢ Assurance that you won’t waste another
subscription that doesn’t work
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Managed Detection
and Response
(MDR)

SentryMDR:

¢ Stops endpoint attacks, even when endpoints
are offline or outside company network

* Provides 24x7x365 security monitoring
and full response

e Goes beyond alerts with custom
playbooks and automation to speed up
processes
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e Ensures all security alerts are handled
within minutes on your behalf
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Compliance & Risk Advisory

* Risk Assessments

%%, * Managed Risk and Compliance
K7 « Compliance Audits

* PCI QSA Services
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Security Operations Center
o - MDR
< » XDR
&’ - SIEM
+ SOCaaS
* Incident Response
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